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 Background to the Code of Practice
We define digital as the application of the culture, processes, business models, and 
technologies of the internet era. Since the first iteration of the Charity Digital Code of 
Practice (Code), digital has continued to change how we live and work. More than 5.5 
billion people worldwide use the internet, with 5.2 billion using social media. Digital skills 
increase charity reach, impact, efficiency, and sustainability. Digital has become essential 
for charities to remain relevant and fulfil their purpose.

Artificial intelligence (AI), in particular, is changing the societies in which charities operate and dictating how organisations 
communicate, fundraise, and provide services. As a subset of digital, AI refers to systems that mimic human intelligence 
to solve complex tasks. Generative AI has become exceptionally popular in recent years, but other forms of AI, such 
as machine learning, agentic AI, extractive AI, and automation, also provide significant benefits to charities. Indeed, AI 
has already revolutionised the nature of work, providing huge opportunities across the economy. By 2030, according to 
PwC, AI could add up to $16 trillion (£12.6 trillion) to the global economy through productivity enhancement, stimulated 
demand, and small-scale automation. Charities need to tap into that potential.

The Code aims to help charities of all sizes, budgets, and causes progress with digital by offering a consistent framework 
to shape and develop digital ways of working. It is not a regulatory requirement, so it focuses on principles and best 
practice advice. Given the rapid pace of change in emerging tech, particularly AI, the Code must be aspirational. Emerging 
tech offers charities of all sizes the opportunity to innovate to drive social change. These technologies, if adopted without 
the right checks and balances, may unintentionally create new social harms and expose organisations to significant risks. 
Charities have an important role to play by modelling how to adopt digital responsibly, ethically, and inclusively. This will 
help charities use tech to tackle bigger social challenges and play a more influential role in fighting for social justice.

We hope that charities will use the Code as a practical tool to identify what they are doing well in digital, as well as any 
gaps they need to address. Digital is rapidly evolving. Organisations who deploy digital successfully will constantly test, 
learn from, and improve strategies, tactics, and the technologies they use. It is envisaged that organisations will review 
their progress against the Code at consistent intervals, ensuring it is part of their continuous improvement. The Code is 
ambitious and offers a positive challenge to charities, but it also provides best-practice principles you can adopt with 
limited resources.

Thank you to the Co-op Foundation and Lloyds Banking Group for funding the initial development of the Code. Thank you 
to all the organisations on the steering group and the charities, individuals, and bodies working in the sector who have 
advised us. We are especially grateful to The Clothworkers’ Company, The WCIT Charity, and Resource for London who 
have funded the 2025 update of the Code.

https://www.statista.com/statistics/617136/digital-population-worldwide
https://www.statista.com/statistics/617136/digital-population-worldwide
https://www.pwc.com/gx/en/issues/artificial-intelligence/publications/artificial-intelligence-study.html
https://www.pwc.com/gx/en/issues/artificial-intelligence/publications/artificial-intelligence-study.html
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Evolution of the Code
The Code was the first of its kind in the UK. It aimed to address the digital skills gap that existed in many charities, which 
prevented them from fully benefiting from digital. The Code proved particularly useful soon after, with the arrival of the 
pandemic. The Code helped charity leaders to navigate the growth in remote working, the emergence of digital service 
delivery, and a period of digital acceleration. It proved instrumental during the sector’s shift to digital and continued to serve 
charities in the following years. 

But digital moves rapidly. Since the first iteration, we’ve witnessed a shift towards cloud computing and digital payment 
processing. We’ve watched the rise of blockchain, cryptocurrencies, and decentralised finance. NFTs have been and gone. 
Legacy social media platforms have become more hostile, more controversial, and tackling misinformation has taken on new 
importance. We’ve seen a focus on cyber security alongside a boom in privacy regulations. We’ve welcomed an emphasis 
on environmentally sustainable tech, accessibility, and digital inclusion. And, most unexpectedly, after decades as a niche 
technology, AI arrived in force and provided charities with huge opportunities.

To be effective, the Code must evolve as digital evolves. The changes to the second iteration ensure the Code is fit-for-
purpose. To help charities mitigate risks and seize opportunities, we’ve defined the different forms of AI and introduced AI 
across all principles. The introduction of a new principle, Data, highlights how charities can adopt a data-driven approach 
while safeguarding their own organisation, as well as protecting the data of beneficiaries, employees and other stakeholders. 
We’ve added tips on buying digital tools and improved sections on cyber security. We’ve improved the glossary, extended 
advice on accessibility and inclusion, and so much more. 

We hope the second iteration of the Code prepares charities for making the most of digital in 2025 and beyond.

Scope of the Code
The Code is intended as an overview of the key areas that charities need to be aware of in digital. It therefore  focuses on 
the how and why, not the more granular what, when, and where. 

Who is the Code for?
The Code is for charities registered in the United Kingdom. Other organisations, such as small community groups that may 
not be registered charities, may find it useful. The Code’s principles and best practice guidance are meant to help charities 
of all sizes. We have developed a version for small charities, which we define as being those with an annual income of 
£1 million or under, and one for larger charities, which we define as those with an annual income of more than £1 million.

How to use the Code
The Code should be used as part of how charities benchmark their progress in digital and to inform key decisions in this 
area. As such, we recommend that organisations use it regularly. Some charities may wish to make digital a standing item 
at board and leadership meetings, as appropriate to their size of organisation.

The Code is separated into key principles, each broken down by an explanation of why it matters, what success looks like, 
and the best practice that is needed to achieve it. 

In the Code, we have used “must” and “should” to indicate what we see as the minimum standard of good practice and 
“could” to indicate enhanced best practice.
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While AI is deeply integrated into digital technologies, its rapid advancements and associated challenges often justify 
special mention in the Code. This does not imply that the principles outlined are exclusive to AI or that when AI is not 
explicitly mentioned the principles outlined do not apply to it. 

We’ve assumed that charities will comply with any legal obligations related to their use of digital, such as data protection 
legislation and the UK General Data Protection Regulation (GDPR). And, if working with third parties, we’ve assumed 
compliance with the legal obligations of their jurisdiction.

The Code should be read in conjunction with other codes and best practice guides, including the following:

•	 The Charity Governance Code

•	 The section on digital media in the Fundraising Code of Practice

•	 Cyber Essentials

•	 The Charity Commission’s digital guidelines for trustees

•	 CAST’s digital service design standards

•	 Voluntary Sector Digital Maturity Matrix

•	 Principles for Digital Development (for NGOs)

If any commercial organisations are looking to develop a product to support the Code, please contact the steering group.

Steering group
The Code 2025 update has been developed by a steering group of organisations across the sector, comprising:

•	 Association of Chief Executives of Voluntary Organisations (ACEVO)

•	 CAST (The Centre for Acceleration of Social Technology)

•	 The Charity Commission

•	 Charity Finance Group (CFG)

•	 Charity Digital

•	 Microsoft

•	 WCVA (Wales Council for Voluntary Action)

The group’s role is to develop, promote, review, maintain, and champion the Code. 

Zoe Amar serves as the Code’s independent chair.

https://ico.org.uk/for-organisations/data-protection-and-the-eu/data-protection-and-the-eu-in-detail/the-uk-gdpr/
https://www.charitygovernancecode.org/en
https://www.fundraisingregulator.org.uk/9-0-digital-media/
https://www.cyberessentials.ncsc.gov.uk/
https://www.gov.uk/government/publications/making-digital-work-12-questions-for-trustees-to-consider
https://betterdigital.services/principles/
https://digitalmaturity.co.uk/
https://digitalprinciples.org/
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Principles of the Code
 Digital is a broad area, so we have identified eight principles to shape areas of focus for 
the Code. These show how digital touches much of what charities do and how it will need 
to be considered accordingly.

1.	 Leadership

Charity leaders, who we define as anyone with a position of significant responsibility in their organisation, must lead 
digital as a way of helping their charities remain relevant and sustainable. Digital has grown and become embedded in 
the sector to the point that it needs to be seen as a key element of strategy and governance. Leaders and trustees should 
work out how digital tools can help them reach their charity’s goals. They should identify how digital, and particularly AI, 
could change the society in which their charity operates and how their charity should therefore adapt to meet the evolving 
needs of beneficiaries, supporters, and other stakeholders. 

2.	 User led

Charities must focus on the needs and behaviours of beneficiaries and supporters when planning digital activities, ensuring 
charitable objectives align with needs. This includes addressing the digital needs of those from marginalised communities 
and helping to bridge the digital divide by ensuring digital tools and initiatives are accessible to everyone.

3.	 Culture

Charities should create a positive environment that supports digital success through their values, actions and work habits.  
This includes working together, being inclusive, encouraging innovation, supporting learning, and building trust and openness.

4.	 Strategy

Charities should be ambitious with their digital plans but also be realistic about what they can do with the resources 
they have. 

5.	 Data

All charities should understand the potential of data. They should use data to maximise the value of the charity to 
beneficiaries and should protect the information of all stakeholders when using data. Data should be treated as a valuable 
resource, and leaders should plan its use and management appropriately.

6.	 Skills

Charities should encourage digital skills among team members, so everyone can help with decisions, planning, and daily 
work. Digital success depends on the confidence, motivation, and attitude of the people who run, work, and volunteer for 
charities. Soft skills, such as questioning, persuading, and influencing, are equally important to technical skills.

7.	 Risk 

Charities need to identify and manage any risks that come with using digital tools. They should consider that adopting 
digital tools, such as AI, aligns with key values such as integrity, inclusivity, accountability, fairness, and openness. This 
includes using AI responsibly and considering areas such as the use of data in partnerships, understanding how adopting 
AI will impact marginalised communities, and deciding which social platforms to prioritise. 

8.	 Adaptability

Charities should develop flexible digital plans that allow them to respond to changes in the digital landscape, including 
advancements in AI, while staying true to their charitable objectives and values. This means anticipating how digital and AI 
developments can transform their work and regularly updating plans to take advantage of new opportunities and address 
emerging challenges.
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1  Leadership 

Principle
Charity leaders, who we define as anyone with a position of significant responsibility in 
their organisation, must lead digital as a way of helping their charities remain relevant 
and sustainable. Digital has grown and become embedded in the sector to the point that 
it needs to be seen as a key element of strategy and governance. Leaders and trustees 
should work out how digital tools can help them reach their charity’s goals. They should 
identify how digital, and particularly AI, could change the society in which their charity 
operates and how their charity should therefore adapt to meet the evolving needs of 
beneficiaries, supporters, and other stakeholders. 

Why this matters
Digital and AI should be part of every charity leader’s skillset as a means to help their organisation achieve its vision and 
increase its impact. Emerging technologies such as AI are developing rapidly and charity leaders should take an ambitious, 
forward-thinking approach to how they might adopt them appropriately. 

What success looks like
Charity leaders and trustees are able to identify specific ambitions and a clear vision for how digital and AI can help their 
charities achieve their organisation’s charitable purpose and goals thereby increasing impact. They are also able to execute 
these plans with confidence. 

Best practice for small charities
Governance

•	 Charity leaders and boards should take charge of planning and using digital tools and AI, rather than leaving it to other 
staff, suppliers, or volunteers. They should learn more about digital and AI themselves and create an environment 
where everyone feels confident using these technologies effectively.

•	 Leaders and trustees should lead these changes and encourage their charities to use digital tools and AI in a responsible 
way to make a bigger impact and avoid risks.

•	 Every charity board should have some digital and AI skills, helping all trustees understand how these tools can help 
their charity increase its impact.

•	 Trustees need to ensure that are clear plans and rules for using digital tools, including social media and AI, and that 
everyone knows their role and responsibility.

•	 Leaders should understand how much they need to spend on digital tools to achieve their charity goals (such as a new, 
mobile-friendly website). They should know what this will achieve for the charity’s cause, if it’s worth the money, and 
how to measure success.

•	 Leaders should make sure any new technology that they introduce works well with their existing systems, considering 
this when buying new tools.
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•	 Trustees and leaders should take responsibility for cyber security risks and put measures in place to protect their 
charity’s money, data, supporters, and reputation.

•	 Leaders should decide how much risk their charity is willing to take to achieve its goals. Using digital tools involves 
some risk, and charity leaders should make sure these risks match the charity’s overall comfort level with risk.

•	 Digital tools can make small charities more efficient and productive. Leaders and boards should look at new ways of 
working and communicating using digital tools (e.g. collaborating through platforms such as Teams, Slack, and social 
media platforms, and safely exploring AI tools and models), and seeing how other similar organisations are using them.
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2  User led 

Principle
Charities must focus on the needs and behaviours of beneficiaries and supporters when 
planning digital activities, ensuring charitable objectives align with needs. This includes 
addressing the digital needs of those from marginalised communities and helping to 
bridge the digital divide by ensuring digital tools and initiatives are accessible to everyone. 

Why this matters
Planning your charity’s digital activities around the needs of beneficiaries, supporters, and donors, will make them more 
likely to engage, and increase your charity’s impact. When it comes to digital, being user-led can help address the digital 
divide, which is important for reducing inequality and promoting inclusivity.

What success looks like
The needs of the people you help and work with, including those from marginalised communities, will be considered in all 
digital activities from the start. You will use data to test your assumptions and continuously improve your digital services. 
Charities should focus on reducing barriers to access by providing tools, support, or training to ensure digital initiatives 
reach everyone. This will help create a more inclusive and impactful charity..

Best practice for small charities
Understanding audiences

•	 Use insights and data about what the charity’s beneficiaries, supporters, potential supporters, and other stakeholders, 
want and need to plan your digital activities.

•	 Map the journeys of typical beneficiaries, supporters, and other stakeholders, to help plan your services.

•	 Consider the digital needs of your staff when planning internal digital activities, e.g. a new intranet.

•	 Manage risks in innovation by testing new services with small groups before a wider roll out.

•	 Assess user needs when buying tech. Set clear specifications and research vendors to ensure their offerings meet your 
needs. Consider all costs, including maintenance, training, upgrades, and other hidden costs.

Digital inclusion

•	 Follow the principles of digital inclusion by understanding the digital skills and access of your beneficiaries, supporters, 
and other stakeholders. That includes their access to the internet, and any assistive technology they need. Offer 
alternatives for those who are not online.

Accessibility

•	 Consider the needs of users who are digitally excluded, including those in vulnerable circumstances. Ensure your 
digital services meet accessibility requirements and regulations, such as the European Accessibility Act, and that the 
World Wide Web Consortium guidance is taken into account. Offer offline channels where appropriate.

https://www.w3.org/standards/webdesign/accessibility
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•	 Make accessibility a requirement when commissioning digital services. Contracts should specify compliance with the 
Web Content Accessibility Guidelines (WCAG).

•	 Embed accessibility into planning, design, development, and content creation processes from the start.

•	 Schedule regular accessibility audits to ensure compliance and improvement. Engage third-party experts for objective 
assessments.

•	 Recognise accessibility as an ongoing commitment. Train your teams, engage with people who have disabilities for 
feedback, and keep up with best practice to maintain inclusive services.

https://www.w3.org/WAI/standards-guidelines/wcag/


11

3  Culture

Principle
Charities should create a positive environment that supports digital success through their 
values, actions, and ways of working. This includes working together, being inclusive, 
encouraging new ideas, supporting learning, and building trust and openness..

Why this matters
Having the right culture, with clear principles and supportive practices, will build the confidence and motivation of staff 
and volunteers in using digital tools and AI. It will encourage teamwork, create momentum, break down barriers, and 
empower everyone – including those from marginalised communities – to share new ideas. It will also promote the use of 
data to make better decisions and enhance openness.

What success looks like
Volunteers and staff will be better able to work together, come up with new ideas, and learn new skills. They will develop 
a mindset that embraces change and innovation, helping the charity achieve its goals through digital tools and AI. They 
will look both inside and outside the organisation, connecting with peers at other organisations, reviewing trends, and 
understanding how beneficiaries and supporters (including those from marginalised communities) use digital tools and AI. 
They will consider how user experiences might change their expectations of charities.

Best practice for small charities
Motivation

•	 Leaders should inspire change and innovation by creating a vision for how digital tools, technology, data, and AI can 
help their charity. They should communicate how these tools can help the charity to achieve its goals, improve its 
sustainability, and recognise success.

•	 Leaders should encourage staff and volunteers to be open to new ideas and support peer learning and teamwork. 
Focusing on the needs of users should become part of the charity’s culture.

•	 Charity leaders should promote cyber awareness, by making sure all staff know about the risks of cyber-attacks. 
Teaching staff about cyber security is crucial for preventing attacks and protecting the charity.

Behaviour change

•	 Small charities starting with digital can take small steps and learn as they go with online tools. For example, running a 
workshop to see how staff and volunteers use digital in their personal lives and how they can use those skills in their roles.

•	 Leaders should promote a culture of safe exploration and continuous learning. This means testing new ideas with users 
and making sure everyone’s views are included, both when developing services and using new technologies like AI.

•	 Inclusive practices might involve working with marginalised groups, addressing biases in AI, and ensuring accessibility.

•	 Leaders can support this by creating an AI policy that encourages responsible use and outlines how to manage risks 
like misinformation, bias, and privacy issues.

•	 Leaders should also create spaces where staff and volunteers can share their learnings, skills and examples of how 
they use digital tools.
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Ownership

•	 Each charity should have specific people responsible for key projects and service developments, but everyone from 
trustees to volunteers should be involved in using digital tools. How this is done will depend on the charity’s goals and 
the roles of each person.

Collaboration

•	 Charity staff and volunteers, including those with tech and digital skills, should use digital tools to work together. They 
can try different ways of working, like flexible and iterative methods. Building a culture of trust and safety is important 
for effective teamwork.

•	 Charities can work with organisations inside and outside their sector on digital projects that benefit both parties. For 
example, a charity could partner with a tech company to develop a digital tool for their beneficiaries. When choosing 
partners, charities should ensure their values and culture align .
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4  Strategy 

Principle
Charities should be ambitious with their digital plans but also be realistic about what they 
can do with the resources they have. 

 Why this matters
Charities need a clear vision and plan for using digital tools and AI. This will motivate change and help them understand 
and meet the digital needs of their users, making the charity more relevant and sustainable in a fast-changing world.

What success looks like
Charities will have a clear plan for using digital tools and AI, allowing them to use their time and resources more effectively. 
They will understand how digital and AI add value to their work and how this sets them apart from other organisations, 
putting them in a stronger position for the future.

Best practice for small charities
Organisational strategy

•	 Charities should use digital tools that help them achieve their goals and make a bigger impact. They should understand 
when digital approaches are the best way to achieve these aims and when they are not.

•	 Charities could create a plan that includes digital tools, including data and AI, to help achieve their goals. Ideally, this 
plan should be part of the overall organisational strategy but if needed, a separate digital plan can be a good starting 
point while the leadership team gains more digital experience and skills. In any case, digital should be a core part of 
the charity’s goals and operations, not just an extra.

•	 Prioritising tasks is essential for achieving goals. Digital projects should be evaluated based on their potential impact, 
how well they align with the charities’ values and the resources available.

•	 Identify who is responsible for delivering the plan, ideally at a senior level, and make sure they are accountable.

•	 To increase the chances of success, plans should be practical, manageable, flexible, and carefully monitored, with 
appropriate resources allocated. They should explain how the charity intends to use new technologies, ensuring that 
employees and volunteers feel empowered to learn, use, and safely explore them.

Impact

•	 Charities should explore how digital tools can increase their impact, such as reaching and supporting more beneficiaries 
by using digital channels and using new generative AI platforms. They should update their measurement methods to 
keep up with technological changes, using clear indicators to track success.

•	 While generative AI can be beneficial, charity leaders should also explore other types of AI. Extractive AI and predictive 
AI can help improve the way you use data to support decision-making, and AI automation can free up time otherwise 
spent on repetitive tasks. Charities should review their current tools, many of which use AI, and see how they can make 
improvements. 
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Approach

•	 Charities should aim high and challenge themselves about what they want to achieve using digital tools, while being 
realistic about their capabilities and resources. They should consider partnerships to boost innovation, support impact, 
and build capacity and capabilities.

•	 Charity leaders should identify and agree on how to overcome barriers to achieving their plans. These barriers will vary 
for each organisation and could include issues like risk management or outdated technology systems.



15

5  Data

 Principle
All charities should understand the potential of data. They should use data to maximise the 
value of the charity to beneficiaries and should protect the information of all stakeholders 
when using data. Data should be treated as a valuable resource, and leaders should plan 
its use and management appropriately.

Why this matters
Data helps charities to connect with supporters, maximise fundraising, improve service delivery, develop long-term digital 
plans, analyse risk, and streamline processes. But data poses risks, especially around privacy and ethics, so charities need 
to ensure they collect, process, and store data appropriately.

Taking responsibility for data at the most senior level is essential for setting the organisation’s culture around data, guiding 
the development of data skills and practices, and ensuring ethical and responsible data use. 

What success looks like
Charities will collect data fairly, openly, and with the full consent of users. All decisions will be based on data and evidence. 
Movements of data flow will be documented, consistent, and automated where possible. Data storage will comply with all 
data privacy regulations. Effective data analytics will be used to boost campaigns, improve service delivery, and support 
decision making. Charities will use and combine data to solve their most important problems.

Leaders should champion data management, ensuring that the organisation prioritises responsible and effective data 
use, embeds good data practices, and fosters confidence in using data in decision-making, resulting in greater impact, 
openness, and accountability.

Best practice for small charities
Data collection

•	 Charities must comply with the latest regulations around the collection and storage of data, particularly with UK GDPR. 
Leaders should apply “legitimate interest” when appropriate, ensuring collected data is relevant and accurate, and the 
data collection is fair and open.

•	 Charities should always clearly communicate and maintain the value of “opting-in” for supporters to enhance their 
communications. “Opt-in” options should be consistent across all platforms to avoid user confusion, and there should 
always be an easy-to-identify opt-out option.

•	 Charities should give supporters as much flexibility as possible to manage their own permissions.

Data privacy and security 

•	 Charities should only retain necessary information and regularly review and remove data that no longer serves a 
specific purpose.

•	 Leaders should put in place robust security measures where possible, including data encryption, limiting access to 
sensitive data, proper authentication mechanisms, and regular security audits.

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/legitimate-interests
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•	 Charities, charity employees, and volunteers should practice caution when inputting data into AI models. Sensitive 
data should only be entered if the model does not use that data in an insecure manner (i.e. using it to inform future 
outputs which become generally or publicly available) as this could violate privacy and undermine trust in the charity. 

•	 Charities should train staff and volunteers on data management. This ensures that everyone understands the 
importance of data security and proper handling procedures.

•	 Charities could consider completing Data Impact Assessments.

Data management

•	 Charities should regularly review the data held, clean up any outdated or unnecessary data, and ensure that data is 
backed up to prevent loss.

•	 Charities could use a centralised database or databases such as customer relationship management systems (also 
known as CRMs), volunteer management, and human resource management platforms to store and manage data. This 
helps maintain data integrity, security, and accessibility.

Data analytics

•	 Charities will likely hold existing data, such as donor, supporter, and attendee data. Leaders should work to understand 
where that data is held, how to access it, and how to generate actionable insights from it.

•	 Leaders should review data, draw insights, and make decisions based on it. For example, leaders should encourage 
charity staff and volunteers to use data to pick the best digital advertisement platforms by exploring available data on 
demographics, target audiences, platform usages, and potential conversion rates. Data analytics therefore can ensure 
a greater return on investment (ROI) for digital advertisement. Charity leaders should always monitor ROI against their 
digital plans.

•	 Leaders should encourage the use of predictive data analytics to better identify trends, target potential donors, reach 
new audiences, and simplify processes. Predictive data analytics provides a glimpse into the future, allowing charities 
to identify long-term opportunities and address upcoming risks. However, leaders should recognise that these new 
techniques may bring new risks (i.e. donor dissatisfaction).

•	 Generative AI tools could be used to perform analytical tasks, but there are clearly associated risks that charities need 
to understand, mitigate, and manage. Risks include, but are not limited to:

•	 Data privacy and security (see above).

•	 Bias and unfairness (see principle 7: Risk).

•	 Transparency and explainability: AI models can produce “black box” outputs that make it hard to understand how 
conclusions were drawn, which can undermine trust and confidence.

•	 Dependence on AI: Over-reliance on AI tools can lead to misinformation, errors, and missed opportunities for 
critical and creative thinking. Maintaining human oversight remains vital.
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6  Skills 

Principle
Charities should encourage digital and AI skills among team members so everyone can 
help with decisions, planning, and daily work. Digital success depends on the confidence, 
motivation, and attitude of the people who run, work, and volunteer for charities. Soft skills, 
such as questioning, persuading, and influencing, are equally important to technical skills.

Why this matters
Everyone who works for a charity, from trustees to volunteers, staff, and partner organisations, all play a fundamental role 
in helping charities to harness the power of digital.

What success looks like
Leaders should understand the digital and AI skills of their teams. They should identify any gaps and have a plan to close 
and continuously update these skills. This approach will help the charity achieve its objectives and attract, develop, and 
retain people with strong digital skills.

Best practice for small charities
Understanding their skills

•	 Charities should understand and confidently state the digital and AI abilities of staff, volunteers, and trustees (e.g. “our 
staff are proficient with managing data”). They should also understand where gaps exist and support their team in 
closing them, through mentoring, training, and other ways of learning. Additionally, charities should carefully balance 
recruitment and the development of existing staff to achieve the desired skills levels for the organisation.

•	 Leaders should ensure employees and volunteers have basic digital skills or support them in acquiring them. There are 
plenty of resources, often free, that can help with this skill acquisition.

•	 Leaders should champion cyber awareness and ensure that staff and volunteers are trained in cyber security. Charity 
staff should take advantage of the free resources available for training, especially those made available by the National 
Cyber Security Centre (NCSC).

•	 Charity leaders should ensure appropriate upskilling on emerging technologies. AI will significantly impact the future of 
many charities, providing opportunities to simplify processes, improve service delivery, create new income streams, and 
more. Charities should focus on developing skills in the short-term, with employees and volunteers developing AI skills 
in relation to the goals of their work, such as understanding how AI models work, how to conduct prompt engineering, 
and how to personalise and tailor outputs for use. . Any upskilling should include elements of safeguarding, to ensure 
that charities reap the rewards of emerging tech while addressing core risks .

Recruitment

•	 Charities may need to think creatively about how they attract staff or volunteers with digital and AI skills. They could 
do so, for example, by developing partnerships with local technology companies or working with local Tech for Good 
networks.
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Skills development

•	 Digital skills should be developed in line with the benefits for the charity, such as improving impact, understanding 
beneficiaries’ needs, enhancing staff motivation, and increasing productivity and efficiency (e.g. using online tools to 
edit a shared document easily). Where recruiting specialist digital staff or trustees, charity leaders should be clear on 
the purpose of the appointment and how this can be supported by the rest of the organisation.

•	 Charities should remind employees that digital skills development is ongoing and evolving, emphasising the need to 
continuously improve their skills as technology changes and updates.

Skills sharing

•	 Charities should consider opportunities to maximise digital and data skills sharing within organisations, such as 
through reverse mentoring or informal coaching. They could also consider creative approaches to sharing skills. For 
example, if a need for specialist digital skills is identified, charities could ask a tech company or a commercial business 
for volunteers or other forms of pro-bono advice.
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7  Risk 

 Principle
Charities need to identify and manage any risks involved in digital tools. They should 
ensure that adopting digital tools, such as AI, aligns with key values such as integrity, 
inclusivity, accountability, fairness, and openness. This includes using AI responsibly and 
considering areas such as the use of data in partnerships, understanding how adopting AI 
will impact marginalised communities, and deciding which social platforms to prioritise. 

Why this matters
Charities need to identify and manage any risks involved in using digital tools. It’s important to work to high ethical 
standards to maintain trust with stakeholders including beneficiaries, funders, and donors. This will help maintain public 
trust and confidence, handle any reputational issues, and protect the needs and data of beneficiaries. As digital technology 
is evolving rapidly, organisations who use online tools need to check to ensure they align with their charity’s principles 
and values.

What success looks like
Charities will be confident and experienced in identifying and managing risks. Both established and new digital technologies 
offer opportunities for charities to improve impact, sustainability, and income. Charity leaders should ensure they have 
the skills and knowledge to make informed decisions about ethical issues and use technology responsibly. This means 
ensuring fairness, inclusivity, and sustainable practices in their operations.

Best practice for small charities 
Managing risk in digital

•	 Charity leaders and trustees should have the skills and oversight needed to manage their charity’s digital activities and 
identify risks. This includes managing data or using social media to manage the charity’s reputation. These actions 
should be aligned with the charity’s risk management policy and process.

•	 When buying technology, charities should carefully check suppliers and seek legal and commercial advice on contract 
terms and conditions.

•	 Charity leaders and trustees should regularly review existing systems and processes. They need to understand what 
is in place, how these systems work together, and whether they are good value for money. They should also anticipate 
and evaluate any risks, such as keeping services secure, up to date, and working as intended.

•	 Charities may require support from someone with good technical skills to help them evaluate risks. This could be a 
member of staff, a trustee, or a volunteer. If the risk is significant, all possible actions to manage it should be evaluated 
and a plan put in place to handle different scenarios.

•	 Charities should protect against risks in specific areas of digital. For example, people working in social media might 
be trained in the prevention of misinformation, privacy and security risk, how to handle personal attacks, and so on .

•	 When introducing any new digital technology, operational risks should be considered, such as system failures or 
inaccuracies. Monitoring should be in place to manage these risks and plans made to ensure business continuity if any 
failures occur.
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•	 Charities should regularly review, monitor, and assess risks related to digital, data, and AI, and record in the risk 
register when relevant. When working with third-party suppliers – such as technology providers, AI developers, cloud 
services, and data processors – charities should evaluate their practices, openness, and compliance with ethical and 
legal standards. This includes assessing their approach to data protection, security, bias mitigation, and responsible AI 
use to ensure they align with the charity’s values and obligations .

•	 Charity leaders and trustees should prioritise digital risks focusing on those that are most likely to happen or have the 
biggest impact on beneficiaries and operations.

•	 Charities should read this principle alongside the Charity Commission guidance on charities and risk management.

Cyber security

•	 Charities should ensure their board is aware of the risks posed by cyber-attacks and have a plan for how to act in the 
event of a cyber incident. They can follow steps taken from Cyber Security: Small Charity Guide, to protect against 
common cyber attacks:

•	 Regularly backup important data

•	 Keep devices, antivirus, and software, including apps, up to date

•	 Ensure smartphones and tablets are kept up to date and can be remotely wiped

•	 Avoid connecting to unknown Wi-Fi hotspots while away from home or the office

•	 Make sure all devices are password protected and staff know how to set secure passwords

•	 Train staff to avoid phishing, and ensure they know how to report something that looks suspicious

Diversity

•	 Equality, diversity, and inclusion (EDI) enhances innovation, improves creativity, and offers unique perspectives to 
charities. Leaders should implement effective EDI policies and ensure they comply with all relevant laws, particularly 
the Equality Act 2010.

•	 Charity leaders should emphasise the importance of diversity when conducting user research, developing new services, 
building digital teams, and buying technology.

•	 We support the guidance on diversity set out in the Charity Governance Code. Charities should ensure that digital 
teams, digital platforms, and user research include people with diverse backgrounds, life experiences, career paths, 
and ways of thinking .

Transparency

•	 Charities should publish how they use data on their websites, annual reports, and other channels.

•	 Charities should clearly communicate when and how they use AI, whether in creating digital assets (e.g. images, text, 
or video),in making decisions, or in other uses. This could include disclosing AI use in public communications, adding 
disclaimers on AI-generated content, explaining AI-assisted decisions that impact beneficiaries or other stakeholders, 
and ensuring accountability by documenting AI-driven processes internally.

•	 Charities should use digital channels to share their impact and to demonstrate their openness and accountability.

Other ethical considerations

•	 Charity leaders should promote ethical awareness and ensure that ethics are considered when adopting new technology.

•	 The environmental impact of digital activities and plans should be considered by charity leaders. Using second-hand 
and refurbished devices, as well as responsibly using AI, are two ways to reduce this impact. This shows the charity’s 
commitment to sustainability and environmental stewardship.

https://www.gov.uk/government/publications/charities-and-risk-management-cc26
https://www.ncsc.gov.uk/collection/charity
https://www.legislation.gov.uk/ukpga/2010/15/contents
https://www.charitygovernancecode.org/en/6-diversity
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•	 Charity leaders and staff should understand and plan for how new technologies could change how they work, from 
crowdfunding to automation. This will help them stay relevant to their audience. Charities should implement ethical 
frameworks for digital activities, ensuring activities are fair, privacy is respected, and bias and misinformation are 
managed.

•	 Social media has introduced new ethical considerations and leaders should consider their duty to counter 
misinformation. They should also evaluate whether different social media platforms are appropriate for their content, 
with some containing greater toxicity and potentially harmful advertising that can appear alongside charity content.

•	 Charities should monitor ethical issues that arise with new technologies to see if they fit with their organisational 
values and understand the possible unintended consequences. They will need to know how these issues affect their 
users and the charity’s work and what actions they might need to take. The main risks that charities face include:

•	 Data breaches on particular platforms

•	 Bias and misinformation in AI models

•	 Lack of ethical design in new technologies

•	 Environmental impact of using large language models

•	 Potential breaches of copyright by generative AI

•	 Displacement or changes to human roles

•	 Legal and reputational risks

•	 Charity leaders should practice ethical and responsible adoption of emerging tech, particularly AI. This means ensuring 
that the charity’s values are reflected in the tools used, conducting risk assessments when needed, and writing policies 
to guide effective management.



22

8  Adaptability

Principle
Charities should develop flexible digital plans that allow them to respond to changes in 
the digital landscape, including advancements in AI, while staying true to their charitable 
objectives and values. This means anticipating how digital and AI developments can 
transform their work and regularly updating plans to take advantage of new opportunities 
and address emerging challenges.

Why this matters
Organisations who do not consider how they adapt to the digital age will lose relevance and engagement. Users, 
stakeholders, and donors are increasingly online and expect the same from charities. Technological change happens quickly, 
especially with AI evolving at an unprecedented pace. Adapting to these changes will help charities spot opportunities 
and react to risk quickly. 

What success looks like
Charities and their leaders use a flexible approach, regularly looking at the latest digital trends (and the accompanying 
opportunities and risks) and their audience data to improve their digital activities. They include insights in their wider 
organisational strategy and planning where necessary.

Best practice for small charities
Improving current practices

•	 Charities should aim to make their platforms, systems, and services accessible to users from as wide a range of devices 
and locations as is appropriate.

•	 Charities’ systems should work with each other internally and with external systems.

•	 Data should be captured through all interactions where appropriate, creating a single user/donor view that improves 
services along with user experiences.

•	 Anyone working with digital services or tools should work in close partnership with those responsible for IT 
infrastructure. We see IT infrastructure as an enabler of digital.

Looking to the future

•	 Charities should regularly compare their digital use with similar organisations and learn from the findings.

•	 Charities can solve new problems by developing and testing new ideas and services, using free and existing digital 
platforms if resources are limited.

•	 Charities should pilot new ideas and learn quickly from both failures and successes (known as a “fail fast, fail forward” 
mentality). Digital tools make it easier to and cheaper to innovate and test.

•	 Insights from users and wider digital trends should be regularly applied to the charity’s work, creating a process of 
continuous improvement.

•	 Charities should regularly assess AI developments to find potential tools or risks and adjust their plans accordingly.

•	 Charities should think about how new technologies such as virtual and augmented reality and changes in digital 
payments could affect their business models.
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 Glossary
Accessibility  Ensuring websites, tools, and technologies are designed and developed so that people 

with disabilities and additional needs can use them. 

Agentic AI Refers to AI systems that act autonomously to achieve specific goals. It can make decisions, 
plan actions, and adapt to its environment without constant human input. This type of AI is 
used in areas like robotics, virtual assistants, and autonomous vehicles.

Agile Agile has two meanings. The first is agile working, which is an ethos of flexibility and 
remote working. The second is agile methodology, which is an alternative to conventional 
sequential (or ‘waterfall’) project management. The term comes from software development, 
most notably iterative working. The idea is that it helps teams assess the direction of travel 
for a project regularly, reducing development costs and the time it takes to get a product 
to market.

Analytics The data which tells you how your channels are performing, such as how many people visit 
your website or who follows you on Facebook.

API API stands for application programming interface, or how one website can plug into 
another. An API is a software intermediary that allows two applications to talk to each 
other by using code, for example, an online giving platform’s API can be embedded onto a 
charity’s website to enable online donations there.

Artificial intelligence Artificial intelligence (AI) refers to machines that mimic human intelligence, enabling tasks 
like learning, reasoning, and problem-solving. It includes technologies such as machine 
learning, deep learning, natural language processing, and computer vision. AI is applied in 
fields like healthcare, robotics, and finance, improving efficiency and automation. 

Automation The use of technology to perform tasks without human intervention, with the aim of 
increasing efficiency, accuracy, and consistency.

Beneficiary An individual or organisation designated to receive aid, support, or services from a charity. 

Big data Describes large volumes of data, structured and unstructured, that are typically too large 
or complex for traditional data-processing software.

Channels Platforms you use to communicate with your audience, such as social media, websites, 
online fundraising platforms, and payment platforms.

Code A set of rules or instructions made up of words and numbers, which tells your computer 
what you want it to do.

Cyber security Comprises of technologies, processes, and controls that aim to protect systems, networks, 
and data from cyber-attacks.

Data Values that convey information, such as quantity, quality, facts, or another meaning.



24

Deep learning A subset of AI machine learning involving neural networks with many layers. Deep learning 
is integral to generative AI models, especially in processing complex inputs like images and 
natural language.

Digital exclusion Digital exclusion is when individuals or communities can’t fully benefit from digital 
technology. Digital exclusion can stem from factors such as poverty, geography, age, 
disability, or lack of digital literacy, though people of all ages and socio-economic 
backgrounds can be digitally excluded.

Digital inclusion When digital technologies, services, and opportunities are accessed, used, led, and 
designed in equal and safe ways, and people are able to participate in digital in ways that 
are meaningful to them.

Digital strategy A strategy that sets out how and why your charity will use digital to achieve its goals.

Emerging technology  New technologies or those currently being developed that could change how we live and 
work, such as new ways of raising money online, automation, and AI.

Generative AI An AI model that can generate new content. These models learn to capture the probability 
distribution of the input data so they can produce data similar to their training data.

Impact The long-term effect or change brought about by a charity’s programs or services, often 
measured in terms of improved outcomes for beneficiaries or communities. You can read 
various Charity Digital articles on measuring impact, reporting impact, and talking about 
impact.

Inclusion Ensuring that all individuals, regardless of their background, ability, or circumstances, have 
equal access to the services and opportunities provided by a charity.

Large language 
model

Type of AI algorithm that uses deep learning techniques and massive data sets to 
understand, manipulate, summarise, and generate human language.

Legacy technology 
systems

Old or outdated technology systems or programmes.

Machine learning Computer systems able to learn and adapt without following explicit instructions, by using 
AI algorithms and statistical models to analyse and draw inferences from patterns in data.

Natural language 
processing

A field of AI focusing on the interaction between computers and human language, enabling 
generative AI models to understand, generate, and manipulate natural language text. Note 
that large language models are a subset of natural language processing.

Online tools Anything you can use to send data over the internet, encompassing everything from 
document sharing tools such as Google Drive to online survey tools.

Procurement Buying goods and services that enable charities to optimise operations. Successful 
procurement of digital depends on an understanding of charity needs, user needs, overall 
objectives, and any issues around integration with existing tech. 

Service delivery The process by which a charity provides its programs or services to the community, 
ensuring they meet the needs of beneficiaries effectively and efficiently.
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Soft skills Soft skills are as essential to using digital as technical expertise, such as the ability to 
communicate, listen, persuade, and influence.

Stakeholders A person, group, or organisation that can affect or be affected by your charity’s work. They 
may include beneficiaries, supporters, donors, volunteers and others.

Sustainability Sustainability refers to the ability of the organisation to maintain its operations and 
impact over the long term, often involving diverse funding sources, efficient practices, and 
environmental awareness.

Trustee A trustee is an individual or member of a board responsible for the governance and 
management of a charitable organisation. Trustees have fiduciary duties to act in the 
charity’s best interests.

User A person who uses your charity’s services or platforms. Understanding their needs will 
help you make your services and platforms as helpful as possible for them.

User journeys The steps a user might take during a time when you can help them. You can define journeys 
that complete one action, for example the path donors take on your website when signing 
up to a campaign. User journeys can also cover a longer period when people need support, 
such as how a health charity can help beneficiaries at different stages of their illness.




